
FinOps: The Automation
Logic Point of View.

Page 1 of 11

Automation Logic Limited © 2021. Private and Confidential
Waterloo Court, Suites 6 and 7, 10 Theed Street, London, SE1 8ST



Contents
What is FinOps 2

DevOps or FinOps? 3

The AL PoV 5

Can DevOps Fulfil the role of FinOps? 6

Page 2 of 11

Automation Logic Limited © 2021. Private and Confidential
Waterloo Court, Suites 6 and 7, 10 Theed Street, London, SE1 8ST



What is FinOps, and do you really need to hire a
FinOps team?
FinOps, like DevOps, is the intersection of people, process and technology. It encapsulates
the process of cloud cost management, bringing visibility and accountability to decision
making. Although principally it is a process to manage costs, done well it empowers a
team to do so much more. Cross-functional teams work together enabling faster delivery
and enabling more revenue, but still gaining more financial and operational control.

But what’s the relationship between FinOps and DevOps? Well, according to ex Ministry of
Justice CTO ‘Thinking about the flow of money is constituent part of doing DevOps
effectively’ which will then ripple out across your organisation. The more the organisation
shifts to rental and flow spend as is the way with the cloud, the greater the danger of
sticking to an annual budget planning cycle. (Or within a Governmental organisation, the 5
year spend reviews)  The process of managing a budget annually would need to be
redesigned to better accommodate more dynamic spending patterns, which are more
typical with cloud technology.

However

Before finops should come an awareness of the cloud resources you have and what they
mean to the business. What’s the end goal of the money being spent on these resources?
Look at things from a value based perception and not just ‘X’ amount of  storage/compute
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etc. This creates situational awareness, with more immediate wins for you and your
organisation.

Could your needs be more simple than ‘FinOps’ and actually just start with better resource
control and greater communication with the wider teams (CEO/CFO)  in order to forge
ahead with a cloud first strategy? Which leads us back to the DevOps principles - breaking
down silos.

“Getting engineers to take action on cost opportunities is the hardest challenge
because they are not accustomed to considering spend and have other competing
priorities.” State of FinOps 2021

DevOps or FinOps?

Cloud cost management may not have started as the primary consideration, and there’s no
question that it should be a part of your cloud migration strategy.

“Overall, respondents estimate their organizations waste, on average, 30 percent
of the money they’re spending on cloud computing services.”

2020 State of Cloud Report from 750 global cloud decision makers.

The main issue most companies have is getting their team to take action when it comes to
these new shared costs, is that they are not as easily predicted. According to the State of
FinOps report, this is true at every level of maturity. Just like DevOps, understanding and
managing this requires a cultural change. You have to start setting out clear KPI’s,
collaborating, focussing on value added, and get everyone looking at the bigger picture.
With this can come a shift in thinking, that for some, unpredictability is not a bad thing:
cheap and unpredictable is better than predictably expensive.

Netflix looked at the bigger picture when presenting at AWS Re:Invent on their internal
approach and tooling to run their cloud e�ciently. In the industry, Netflix is one of the
most mature and sophisticated organizations in cloud optimization. They start by
questioning the most important thing, what is important to our organisation?

For most organisations, the most important thing is the end customer. This should be the
focus of  every aspect of your business. Including your cloud costs. Your engineers need to
be looking to see if the overheads being created count towards an improved experience
for your end user and a business benefit in turn for you.

Page 4 of 11

Automation Logic Limited © 2021. Private and Confidential
Waterloo Court, Suites 6 and 7, 10 Theed Street, London, SE1 8ST

https://www.slideshare.net/AmazonWebServices/tooling-up-for-efficiency-diy-solutions-netflix-abd319-reinvent-2017


In this sense, you’re looking at an extension of DevOps, which is ultimately about speed to

market to deliver value faster to your end user.

Formalised KPI’s are the backbone of both FinOps and DevOps. Whichever practice you
feel you need, the KPI’s are created by your team for your own organization's goals. A few
examples of important ones for cloud cost management can be seen below:

Source and for more examples: https://www.cloudhealthtech.com/blog/cloud-cost-management-kpis

With your measurement objectives in place, the next challenge is to not only start the
practice up, but to encourage and incentivize cloud users (like devs and engineers) to
participate in cloud cost management.

The state of FinOps Report 2021 shares themes of strategies and tactics from their
respondents, primarily looking at their toolkit for monitoring spend. No surprise three of
the most common tools were, AWS cost explorer (74%), Azure cost explorer (48%) and
GCP Cost Tools (27%). Technologies every one of our DevOps engineers are well versed in
from our partnerships with them.

https://data.finops.org/
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Automation Logic is partnered with all three of the core cloud service providers; AWS,
Microsoft and Google. We believe in remaining impartial in order to ensure we provide the
right solution to our clients without bias.

“In DevOps (from which FinOps got its name) automation is recognised as key to
e�ciency, reliability, and agility. The same may be true for FinOps. 12 per cent of
those surveyed have managed to automate use of savings plans and reserved
instances, and a similar number claim to have automated "rightsizing", the business
of purchasing the right specification of infrastructure for each cloud-based solution
– which all too often has elements of guesswork. More common are tools that send
automatic recommendations to teams, used by 31 per cent, and those that enforce
tagging hygiene.” The Register”

We had a large team of DevOps experts  supporting a number of projects happening within
a Central Government Department handling the EU exit. In part, our team were
responsible for supporting releases to production environments. Those would normally
consist of working together with change management, release management and
application teams. From our perspective the initial stage was to review supporting
documentation. Once we were satisfied with what was provided, CSC Release
Management would ensure that required records have been created and assigned to an
available engineer after liaising with the engineer or a pod lead responsible for the project.
During releases an AL engineer would monitor progress of the release along with a
representative of the application team to ensure that things are moving smoothly.
Throughout all of this, the team take ownership of labelling and tagging, reporting right up
to the end of the project. Enabling the introduction of FinOps.

The AL PoV
FinOps blends into the bigger picture of cloud success. If the best platforms, applications
and engineers on board are way out of budget, you still can’t call it a success, nice as that
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would be! FinOps is rooted into the  principles of DevOps, having derived from DevOps in
the first place. With the key theme of both being continuous improvement.

We are applying exactly those principles with our customers using DevOps principles
which extends into the financial area, changing the way we look at IT finance. Our
engineers understand these projects through and through, and can apply those same
principles to FinOps - continuous improvement, collaboration and business value.

Starting a cloud migration journey should always have the same prerequisites, including
the monitoring and reporting metrics of costs, but if the organisation doesn’t have the
right model and/or people to manage their finances, that is where the potential for issues
opens up.

Historically speaking, we’re more likely to be engaged with a client after they have first
attempted a cloud migration themselves. So what’s the first thing we do to take stock of
their situation? Usually, an assessment of some sort, whether you call this a DevOps or a
FinOps assessment, it will be catered towards the issues our clients are seeing.
Encompassing the core values of people, process and technology (and we strongly believe
culture should also be included). But also including financial aspects and understanding
who is in control of that financial management. What we do in all of our projects is
enabling FinOps which is why we believe moving towards a DevOps approach is always
crucial. In the meantime though, if we were to take an example of  a large legacy estate,
which has been moved ‘crudely’ to the cloud. Their teams might be far from 'DevOps'
practices, but tagging and cost-tracking their legacy estate could be a really valuable
thing to do.

Can DevOps Fulfil the role of FinOps?
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Working under the understanding that the basics of FinOps comes down to being
informed around your cloud costs, optimizing them wherever possible and streamlining
your operations to focus on continuous improvement.

Automation Logic were engaged with a Central Government Client as DevOps consultants.
The client uses a variety of large-scale systems to support their remit: These systems
were lifted-and-shifted from on-premises data-centres to Azure in 2017, and
subsequently operated by an internal team of the clients. One of their core reasons for
doing this was as a cost saving exercise.

As seen in the Register, the main issue comes down to getting engineers to take action
when it comes to cost savings within cloud, with a leading 39% reporting this as a key
issue, and the rest of the breakdown falling into categories such as dealing with shared
costs and accurate forecasting.

So what happens when a team of DevOps engineers are enlisted to do just that?

The Four Key Steps.
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Discovery Phase: The Audit

Due to the low tenure of existing civil servants and patchy out-of-date documentation, the
first challenge was to clarify exactly which systems and environments the team supported
and understand the underlying infrastructure for these systems.  To give an idea of scale,
these systems were across 16 different Azure subscriptions and there were over 800 VMs.

Working alongside the civil servants, we identified product owners and technical SMEs for
each supported application and updated the related documentation.

We analysed the existing Azure resources using Azure CLI and cross-referenced this with
the documented architecture and any existing infrastructure code.

We identified many unused resources which we decommissioned in a phased way.

For systems whose infrastructure was unlikely to change, we purchased Azure
reservations to reduce the cost.

We ensured all systems were correctly monitored, including advance warning for SSL
certificate expiry, a common cause of incidents.

Simplify Infrastructure Phase

Following the discovery phase, we identified a set of improvements to simplify the
architecture:

The fundamental principle was to use infrastructure as code (IaC) throughout terraform
and CI/CD pipelines.  This was already widely adopted within the team so we extended the
current code.
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The lift and shift platform used a combination of Azure Application Gateways, Azure Load
Balancers and HA Proxies running on VMs.  As well as an unnecessary cost, it also caused
confusion when resolving incidents.  We proved these could be replaced with a small
number of Azure Application Gateways with minimal customer disruption.

There was a large number of SSL certificates across the estate. The SSL certificate
renewal was manual and prone to error.  A set of CI/CD pipelines were created to automate
this process.

Azure Kubernetes Services (AKS).  We identified a set of simpler systems that could be
migrated to AKS.  We created our own AKS, containerised these applications and migrated
them.  All using IaC.

Improving  the Team: The cultural shift

At the start of the project, the team in question did not have a dedicated delivery manager
and the delivery process was having an adverse effect on agile processes.  AL provided a
delivery manager who:

● Promoted concept of a self-organising team
● Experimented with different agile approaches until the team agreed on an

approach that worked best
● Added discipline to the stands-ups to ensure these gave maximum value in a short

amount of time
● Fostered collaboration between Civil Servants and AL engineers.

Tasks were grouped into work streams such as BAU tasks, Azure Kubernetes Service, and
technical debt.  We allocated mini-teams to work on each workstream comprising a mix of
skill levels and including both AL engineers and Civil Servants.  We periodically rotated the
teams.  This approach meant all engineers had an opportunity to work with each other, got
experience in all areas of the platform, and regular shadowing or show-and-tell sessions
helped up-skill less experienced engineers.

Business as Usual

● Supporting the day to day operations of the clients infrastructure.
● Supporting several oracle based legacy applications with multiple environments

and disaster recovery across 2 Azure regions.  800+ VMs, 40 Application Gateways,
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100+ Azure Load Balancers, 100+ Virtual Networks, 10+ Network Virtual
Appliances.

● Maintaining infrastructure as code (IaC) for both Azure infrastructure (terraform)
and server configuration (ansible).

● Managing VM estate.  90% linux (oracle, application layer) and 10% windows VMs
(e.g. domain controllers)

● Managing access in and out of platform via NVAs (Fortigates)
● Maintaining CI/CD pipelines (90% Jenkins, 5% CircleCI, 5% Azure DevOps)
● Administering Github and Dockerhub
● Managing AKS self-service cluster (for <5 small applications)

Results so far

A happy team. Retrospectives are increasingly positive due to increased empowerment.
With the biggest FinOps challenge being reported as getting engineers on board with the
process, monitoring engagement is an important metric for leadership to look at, this is a
crucial first step.

By decommissioning unused resources, and purchasing Azure reservations for resources
that had a long term future, we reduced our clients  annual Azure bill by over 20%  and the
number of supported VMs from over 800 to under 600.

By simplifying the infrastructure and improving the understanding of the architecture, we
reduced the frequency of incidents.

By adopting Kanban along with regular refinement sessions, we could more accurately
predict the time required to implement external business requirements.

Overall business case: Costs were reduced by moving from data-centre and smaller team
sizes to manage everything. The goal is to become a self-su�cient team of ~6 people who
can manage the platform themselves, the client team are currently sitting at ~12 people,
working through automating any manual labour currently keeping the workload too high.

This is an example of the high-level approach we take to help clients get started - to find
out more about how we have helped them and others, or how we could help you. Click here
to get in touch, or contact: Sales@automationlogic.com.
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